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APPENDIX 35

GUIDELINES ON CONDUCT OF BACKGROUND CHECKS
1) A background check to confirm a person’s identity and previous work experience, including criminal history shall be carried out as part of the assessment of the individual’s suitability for unescorted access to airside and security restricted areas. Background checks shall be updated every two years to ensure that the individual still meets the required criteria. Background checks shall be updated every time airport security identification permits are renewed.
2) Any person aggrieved by the negative results of a background check shall have the right to appeal the decision about his/her suitability to enter a security restricted area without escort to the National Civil Aviation Administrative Review Tribunal provided for in the Civil Aviation Act 2013 as amended by the Civil Aviation (Amendment) Act, 2016.
3) Criteria for background checks shall include verification of an applicant’s:-
(a) identity, by means of a passport or national identity card, driving licence or the records of registry of birth, Personal Identification Number (PIN) certificate;

(b) trustworthiness and capacity to work unescorted within a security restricted area, by means of a check of criminal history and, depending on the specific function to be performed, other personal circumstances or behaviour that could forewarn of danger; and

(c) place of residence during the previous five years and the dates, names, telephone numbers and addresses of previous employers or schools attended during this period, with explanations for any gaps in employment of more than one month.
4) Provisions regarding foreign nationals and national citizens that have lived abroad requesting issuance of an identification permit to access security restricted areas shall be established, in order to ensure that applicants have not been convicted of a disqualifying offence in their State of origin.
5) Background checks may only review lawfully accessible information. Furthermore, prior to conducting a background check, written consent shall be obtained from the permit applicant. At the same time, it shall be made clear to the applicant that failure to give consent to a background check will result in rejection of the application.
6) All companies and organizations at an airport shall vouch for the valid requirement for each permit prior to its issuance to an employee. It is the employer’s responsibility to complete adequate pre-employment checks or other inquiries to ensure that the individual concerned does not pose a potential threat to the airport. Permits shall not be issued without such guarantees.
7) On receipt of a valid application, relevant law enforcement agencies shall conduct a background check. Such agencies shall have the authority to object, on reasonable grounds, to the issuance of a permit.

8) A permit shall not be issued if, during the performance of a background check, it is determined that the applicant was convicted of:-
(a) certain crimes, specifically possession or use of illicit drugs, trafficking in illicit drugs, trafficking in weapons or illegal possession of weapons, aggravated assault, extortion, acts endangering public safety including acts of unlawful interference against civil aviation, sexually-related offences or membership in a criminal organization; and

(b) other relevant offences such as burglary, dealing of stolen goods, embezzlement, fraud and fraudulent misrepresentation, without making restitution.
9) Applicants for jobs implementing security controls shall undergo a supplementary check to confirm that they are not associated with a terrorist organization. Generally, these duties involve controlling access to and searching security restricted areas and aircraft, issuing identification permits to persons or for vehicles, or managing any persons performing these functions.

Gaps in history
10) Gaps in an applicant’s personal or employment history are not acceptable except for the usual time allowed for holidays, about one month per year. However, when it is not possible to check the continuous criminal history or experience of an applicant over the defined period, verification of the person's suitability to hold a permit shall be sought from alternative sources, such as former employers located abroad or, for a self-employed applicant, Kenya Revenue Authority or other relevant government authorities.
11) Responsibility for issuing a permit remains with the airports operator and due care and discretion shall be exercised in examining information. Before issuing a permit, the airport operator shall be fully satisfied of the applicant’s suitability as a holder.
12) After making every effort to obtain information, if the applicant's identity and previous experience, including criminal history, cannot be verified, the individual shall be regarded as unsuitable for a permit.
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