RESTRICTED

APP 17-13


Appendix 17
REGULATED AGENT APPROVAL PROCESS
1. GENERAL

1.1 This guidance material is intended to assist in implementing the regulated agent regime concept. It describes the approval process and requirements which applicants are expected to meet in order to be designated as a regulated agent. 
Flow charts in Annex 1 to this Appendix summarize the approval process for regulated agents. 
1.2 The approval process, including the on-site inspection (also referred to as on-site validation), shall be carried out by the Kenya Civil Aviation Authority.
2. CRITERIA

2.1 The criteria for obtaining a regulated agent designation/certification shall include, but not be limited to, the capability of an entity to:

(a) provide secure facilities for acceptance, the application of security controls, which may include screening, the storage of security-cleared air cargo consignments and, where applicable, secure ground transport;

(b) properly recruit, select and train an adequate number of management and operational personnel, whether internal or contracted, for its operations, in accordance with NCASP and NCASTP requirements; and

(c) continuously demonstrate compliance with the security requirements for regulated agents, as established by KCAA.

2.2 The approval process for a regulated agent shall be site specific.
3. APPLICATION

3.1 Any entity applying for a regulated agent designation/certification shall complete an application form as prescribed by KCAA. Such entities include air carriers, freight forwarders and handling agents. The form shall be signed by an accountable senior manager of the entity.
3.2 An application form should contain, at a minimum, the following:
(a) entity name and registration number;

(b) registered business address;

(c) contact information, including telephone and facsimile numbers and/or e-mail addresses;

(d) details of ownership of the entity;

(e) description of the entity, including of core business or activities of the entity;

(f) name, title and contact details of the person responsible for security;

(g) a declaration that the information provided is accurate, and agreement that false information will result in disqualification;

(h) signature of accountable senior manager; and

(i) date of application.
3.3 Applications for a regulated agent designation/certification shall be accompanied by a written regulated agent security programme, detailing the policies, procedures and measures to be implemented by the entity, including recruitment, selection and training requirements.
A Model Application form is attached in Annex 2 of this Appendix.
3.4 The following additional information or documents shall be submitted with the application or be reviewed by KCAA during the designation/certification process as appropriate:- 
(a) Standard Operating Procedures or Work Instructions 

(b) Regulated Agent Security Training Programme

(c) KRA PIN Certificate

(d) City/County Council Business Permit/Licence

(e) Certificate of Incorporation

(f) VAT Certificate of Registration

(g) KRA General/Transit Agent/Shed Licence

(h) Customer Airlines’ Register/List

(i) List of Contracted Hauliers/Transporters (if applicable)
(j) Copies of Background Check records and/or Police Clearance Certificates for Screeners and other security staff (including Contracted security if applicable)

(k) List of Screeners and copies of Screener Certificates/Authorization from KCAA.
(l) Any other cargo operational or business-related documents that the regulated agent may produce or the Authority may request.
3.5 Records of all transactions regarding an application shall be maintained by KCAA, including the decision to accept or reject an application. If an application has been accepted, the records shall be retained on file for the period the entity holds a valid designation, and a period of at least one year after such a designation has ceased.
3.6 Rejected applications shall be retained on file for a minimum of 6 months and a maximum of one year.

4. APPLICATION REVIEW

4.1 All application and accompanying documentation shall be thoroughly reviewed to determine their validity and accuracy, by contacting references listed on an application, either in person, by telephone or e-mail, or by verifying with the relevant issuing authority the validity and/or authenticity of any certificate or correspondence accompanying the application.
4.2 Security programmes shall be reviewed for compliance with the regulations and the NCASP and to ensure that procedures outlined in the programmes are addressed in sufficient depth as to provide adequate information and guidance for staff to follow.
5. INSPECTION OF FACILITIES

5.1 Prior to issuing a regulated agent designation to an applicant, KCAA shall conduct an inspection of the applicant’s facilities or premises to validate the information provided on the application form, and the policy, procedures and measures contained in the applicant’s regulated agent security programme.
5.2 Inspectors assigned to carry out an inspection or validation process shall ensure that, as a minimum, the following areas are checked or validated for compliance with national requirements and the applicant’s regulated agent security programme:

(a) physical security measures and access control;

(b) staff recruitment and background check procedures;

(c) staff security training and certification procedures, programmes and records;

(d) whether any other organizations share and/or use the same facilities;

(e) storage of secure air cargo and mail;

(f) security controls and screening; and

(g) transport of secure cargo to regulated agent or aircraft operator.
5.3 On completion of an inspection or validation process, if the Inspectors satisfied that an applicant’s facilities or premises, security equipment and procedures, employment, training and certification records meet the national requirements, and are in accordance with its regulated agent security programme, approval of the application shall be recommended.
5.4 If an inspector identifies areas that require minor adjustments, the applicant shall be given written notification that outlines the areas where the applicant has failed to meet the requirements for corrective action. If such areas of noncompliance are not significant or do not compromise the security of cargo operations and civil aviation, the approval process may continue simultaneously with the applicant’s corrective action.
6. ACCEPTED APPLICATION

If KCAA is satisfied with the information contained on an application form and the security programme submitted by an applicant, the Authority shall notify the applicant in writing and may include a date and time at which the Authority will conduct an inspection of the applicant’s facilities or premises.
7. REJECTED APPLICATION

7.1 The Authority shall deny acceptance or approval of an application if an applicant has failed to provide sufficient information or has provided incorrect information regarding its operations and/or personnel, or if an applicant has been previously rejected for security or other concerns.
7.2 If an application is rejected or not accepted by the Authority, the applicant shall be notified in writing as soon as possible of the decision taken by the Authority, and the reason for the decision, where appropriate. An appeal by the applicant against the decision taken by the Authority may be made with justification for reconsideration.
8. REGULATED AGENT LIST AND UNIQUE REFERENCE NUMBER

8.1 The Authority shall establish an appropriate database or list of all designated regulated agents. The list shall contain, at a minimum, the name of the regulated agent, registration number issued by the Authority, business address, and telephone contacts, and the validity period for the designation of the regulated agent(s). The list shall be kept current at all times and accessible by the designated regulated agents and aircraft operators through email or via a secure electronic medium where possible.

8.2 Each designated regulated agent shall be issued a unique reference number (URN) and the number issued to one designated regulated agent shall not be issued to another. If a designated regulated agent reapplies for designation after the validity period, and the application is successful, the validity period shall be renewed as appropriate.
8.3 The designated regulated agents shall be required to record or print their unique reference numbers on specified cargo-related documentation, such as consignment security declarations, which require such information to be entered. It shall be an offence, punishable by fines and/or penalties, for a regulated agent to fail to record or print its unique reference number on such documentation. Where other conflicting regulations require a different URN to be recorded on such documentation (e.g. EU regulations), the regulated agent shall enter both URNs.
8.4 A regulated agent identification code shall be site specific. The identification code shall be alphanumeric and be comprised of the following information, in the order specified:

a) the country code indicating the location of the approved site, i.e. “KE” for Kenya;

b) the status of the entity, in this case a regulated agent (RA);

c) the unique five-digit numeric identifier allocated to the regulated agent by the appropriate authority, e.g. 00003 (for Kenya Airways);
d) the two-digit number which indicates a specific site from which the regulated agent is approved to operate by the Authority. Where the regulated agent has more than one approved site, this should be 01, then 02, 03 as appropriate;

e) Month and year of expiry of the validation coded as MMYY preceded by an oblique.
8.5 An example of a regulated agent identification code for site number one of Kenya Airways is KE/RA/00003–01/0720, where: KE is the country code relating to the approved site, in this case Kenya; RA indicates that it is a regulated agent; 00003 is the unique five-digit numeric identifier allocated by KCAA to the regulated agent; 01 indicates the first site from which the regulated agent 00003 is approved to operate (other approved sites will be numbered as 2, 3, … as appropriate); 07 is the month of expiry (i.e. July) and 20 is the year (2020).

 .
9. NOTIFICATION OF CHANGE

Each designated regulated agent shall notify the Authority within a period of 30 days of any significant changes to its status or information provided on its application form. Failure to comply with this notification requirement shall be made an offence, punishable by fines and/or penalties that may include suspension of the designation and removal from the list.
10. INSPECTIONS AND TESTS

10.1 The Authority shall establish a monitoring programme for designated regulated agents to ensure that they continuously comply with national requirements and those of their approved regulated agent security programmes. This programme shall include the periodic conduct of security inspections and tests of the regulated agents’ facilities and operations, including training activities and out-sourced security services, as part of the national civil aviation security quality control programme.
10.2 A detailed record of all inspections and tests conducted by the Authority, including the outcome and decisions or actions taken, shall be kept for each regulated agent. Such records shall be retained by the Authority for the period in which the regulated agent holds a valid designation, and for at least one year after designation has ceased.
11. DISQUALIFICATION, SUSPENSION, AND REVOCATION

11.1 The following criteria for the disqualification, suspension and revocation of a regulated agent designation/certification, as described below shall apply. All applicants for regulated agent designations shall be made aware of these criteria during issuance of the Regulated Agent Certificate.
(a) disqualification — may result from an inability to meet the requirements for a regulated agent at the application phase, and failure to maintain or implement the required security measures or procedures after administrative warnings or fines have been imposed by KCAA;
(b) suspension — may result from a short-term inability to implement security controls required by KCAA, or a voluntary request by an entity to suspend its designation for a specified period or permanently; and
(c) revocation — may result from continuous violations of national requirements or the entity’s approved regulated agent security programme, or the entity may no longer be involved in the handling, processing or storage of air cargo.
— — — — — — — —

Annex 1 to Appendix 17 

Model Approval Process for Regulated Agent Status

The flow charts on the following pages are representative of the 5-Phase Regulated Agent Certification Process in Kenya. These charts can also represent the process for the approval of a Known Consignor by a Certified Regulated Agent.

1. PRE-APPLICATION PHASE








                        
     

             No  

                                                             

          Yes

                                                         










     No










                         





       Yes





                Yes










         PRE-APPLICATION MEETING





       No


No










               No










  

           Yes


2. FORMAL APPLICATION PHASE










             Yes








                        
     
       No


                                      



FORMAL SUBMISSIONS                      

                                                         










No










                         





       Yes





                Yes









                   FORMAL APPLICATION MEETING


                No

       














                    No









           Yes


3. DOCUMENT EVALUATION PHASE









           Yes












     No
FORMAL SUBMISSIONS

(Detailed review)







        





        No









 

      Yes


4. DEMONSTRATION AND INSPECTION PHASE









         Yes










 No
DEMONSTRATION & INSPECTION

(Evaluated in the field)







         








No















    Yes
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(See next page for list of acronyms and abbreviation used) 

List of Abbreviations and Acronyms Used in the Process
AVSEC
Aviation Security

DASSR
Director, Aviation Safety & Security Regulation

KCAA
Kenya Civil Aviation Authority

KCASRs
Kenya Civil Aviation (Security) Regulations

MASPAR
Manager, Aviation Security Policy and Regulation
PRAPS
Prospective Regulated Agent Pre-Assessment Statement (Form)

RAC
Regulated Agent Certificate

RASP
Regulated Agent Security Programme

SOPS
Standard Operating Procedures
TL

Team Leader (for KCAA Certification team)

Note: A regulated agent may appeal any decision made by KCAA at any of the phases or submit fresh application.
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Model Application Form for Regulated Agent Certification
(Name and logo of Applicant)

(Registered Business Address)

[Ref]











[Date]

The Director General

Kenya Civil Aviation Authority

P.O Box 30163 00100
Nairobi.

Attn: Director, Aviation Safety and Security Regulation

RE: APPLICATION FOR A REGULATED AGENT CERTIFICATE

This is a formal application for a Kenya Civil Aviation Authority (KCAA) Regulated Agent Certificate. 

(Name of Applicant), intends to be designated and operate as a [cargo and/mail] handling agent under the Kenya Civil Aviation (Security) Regulations (KCASRs). We intend to use a facility(ies) located at (location).  We have enclosed copies of the required documents as requested by the Authority. 

Our company will have its principal base of operations and corporate offices located at (appropriate address).  

Our management personnel are as follows:

1. CEO and Accountable Manager 
– Mr. Robert Matano Kuria 

2. Quality Manager 


– Ms Crazy Tracy Grace 

3. Manager, Training 


– Mr. Joel Day

4. Manager, Security


– Mr. Dugdale O’toyoh Kenneth 

Also enclosed is the Regulated Agent Security Programme and other documents which were agreed to at our-last meeting with your representatives and as listed in the Document Evaluation Checklist.  

I understand that submission of incomplete or falsified information or documents will result in disqualification.
Prof. Robert Matano Kuria 

Chief Executive Officer / Accountable Manager 

*Enclosures 
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Applicant submits Formal Application with required attachments to KCAA AVSEC office.
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Certification Team reviews applicant’s documents for compliance and acceptance / approval using Document Evaluation Checklist
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Certification Team evaluates applicant’s demonstration of compliance. 
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TL prepares Regulated Agent Certificate (RAC)
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